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AHHOTAUUSA

HacToswmin JoKkyMeHT onmucbiBaeT cocTtaB dyHkuum n tectoBoe MO CK3U «Kpuntollpo CSP» u
npegHasHayeH Aans pa3paboTku npuknagHoro MO ¢ HenocpeACTBEHHbIM BbIBOBOM (yHKUMn CK3U, a
Takxe onpegenseTt TpeboBaHMs K onepauuoHHbIM CUCTEMaM Npu BCcTpamBaHum CK3U.

1. OnncaHne NporpaMMHbIX MHTEpdENCcoB

cnonb3oBaHMe  HW3KOYPOBHEBOro  MHTepdeica  KpunTonpoBaiaepa,  MNO3BOJAIOLLIENO
BbINOJIHATL TakMe QYHKUUM KakK reHepaumss um paboTa C Ki4uamu, WndpoBaHue/pacwmdpoBaHne
[aHHbIX, X3LWMPOBAHWE M 3/1EKTPOHHAsA MOAMUCHL, ONMUCbIBaeTcs B daine

CSP_4_0.chm - System Program Interface (CryptoAPI).

MpY WCMNONb30BaHUM AaHHOMO TWNa AUCTPUBYTMBOB ANnsl  ayTeHTudwukaumum TpebyeTtcs
MCNOMb30BaTb AOMOJSIHUTESIbHbIE MeXaHW3Mbl.

Ncnonb3oBaHue uHTepdenca SSPI, obecneumBatowero peanmsauuo npoTokona TLS,
obecneumnBatowero paboty c naketamMm 6e30nmacHOCTM nNpu BbibOpe M MHMLMaNM3auMM MakeTa, C
yAoCTOBepeHussMM CcybbekToB 6e30MacHOCTW, YyCTaHOBJIeHME COeAMHEHWI, nepepady [AaHHbIX,
pacrnpegeneHve namaTn, onucbiBaeTcsa B danne

SSPI_4 0.chm - Security Support Provider Interface (SSPI).

Ncnonb3oBaHne BbICOKOYpOBHEBOro WHTepderica CryptoAPI, obecneumBatowero Habop
dyHKUMn gna obpaboTkm cepTuduKaToB, CMUCKOB OTO3BaHHbIX CepTudMKaToB, pacLIMPEHHOro
MCMONb30BaHMA KJk4a, paboTbl C mnpoBanaepoM, BbIpaboTKM 3HadeHUs QYHKLUUM XILWMPOBAHUSA W
3/IEKTPOHHOM noAnMucHK, 3awundpoBaHusa U pacwmdpoBaHMa AaHHbX, paboTbl C XpaHWIULLEM
cepTUdMKaATOB M NoaaepXKm naeHtTndukatopa obbekTa, onnucaHo B danne

CAPILite_4_0.chm - CryptoAPI Lite (CAPILite).

Obwas wvHdopMauuns, wucnosblyemas Ans CO34aHuUa MOAYNS TMOAAEPXKKM CUMUTbIBATENEN,
HOCUTeNeln M AaTUYMKOB CJlyYyalHbIX yucen, cogepxawass HeobxoAuMble ONuUCaHus W onpeneneHus,
coaepxutcs B daiine

reader_4_0.chm

NHTepdeinc PKCS#11, peanusytowmin 6aszosoe onucaHme RSA Labs v2.30, ¢ popaboTtkamu B
cooTBeTCTBMM C  TpeboBaHMSMM  MNOAAEPXKW  POCCUMUACKMX  CTaHAapToOB Ha  peanusauumio
Kpuntorpaunyeckmnx gyHKUUNA.

PKCS11_4_0.chm

CoBMeCTHO C  AUCTpUOYTMBOM  TMOCTABASOTCS  ClieAyloliMe  nakeTbl, NO3Bofstowme
mHTerpuposaTtb «Kpuntollpo CSP» Bepcum 4.0 R4 B npunoxeHusi, ucnonbsyowme OpenSSL API
(takne kak Web-cepBep ngnix): cprocsp-cpopenssl, cprocsp-cpopenssl-base, cprocsp-cpopenssl-
devel, cprocsp-cpopenssl-gost.

MoopobHee 06 WX ycTaHOBKE W HACTPOMKE MOXHO Y3HaTb Ha NopTaje TexnoAAEpXKW W
dopyme Kpuntollpo.



https://support.cryptopro.ru/index.php?/Knowledgebase/Article/View/108
http://www.cryptopro.ru/forum2/default.aspx?g=posts&t=8544
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2. TpeboBaHMS K onepauMoHHO cUCTeMe A1 BCTPOEHHOrO nNpuMeHeHus. Linux.

CK3N pgna cBoero @QyHKUMOHMpOBaHMA TpebyeT cregywowme 6ubnmotekn 6asoson
onepaumMoHHON CUCTEMbI:

LSB 4.0, pa3aen III. Base Libraries

Cnncok HeobxoanMbix 6MBNMOTEK MO NakeTaM:

cprocsp-curl
libc.so0.6
libdl.so.2
libgcc_s.so.1
libidn.so.11
/lib/ld-linux.so.2
libm.so.6
libpthread.so.0
librt.so.1
libstdc++.50.6
libz.so.1
linux-gate.so.1

cprocsp-ipsec-ike
libc.so.6
libgcc_s.so.1
/lib/ld-linux.so0.2
libm.so.6
libstdc++.5s0.6
linux-gate.so.1

cprocsp-npcades
libc.so.6
libdl.so.2
libgcc_s.so.1
/lib/ld-linux.so0.2
libm.so.6
libpthread.so.0
libstdc++.50.6
linux-gate.so.1

cprocsp-rdr-gui
libc.so0.6
libdl.so.2
libgcc_s.so.1
libICE.s0.6
/lib/ld-linux.so.2
libm.so.6
libpthread.so.0
libSM.so0.6

libstdc++.50.6
libuuid.so.1
libX11.s0.6
libXau.so.6
libxcb.so.1
libXdmcp.so.6
libXext.so0.6
libXm.so.3
libXmu.so0.6
libXp.so0.6
libXt.so0.6
linux-gate.so.1

cprocsp-rdr-pcsc
libc.so.6
libdl.so.2
libgcc_s.so.1
/lib/1d-linux.so0.2
libm.so.6
libpthread.so.0
libstdc++.s0.6
linux-gate.so.1

cprocsp-rsa
libc.so.6
libdl.so.2
libgcc_s.so.1
/lib/ld-linux.so0.2
libm.so.6
libpthread.so.0
libstdc++.5s0.6
linux-gate.so.1

Isb-cprocsp-cades
libc.so.6

libdl.so.2
libgcc_s.so.1
/lib/ld-linux.so.2
libm.so.6
libpthread.so.0

libstdc++.50.6
linux-gate.so.1

Isb-cprocsp-capilite
libc.so0.6

libdl.so0.2
libgcc_s.so.1
/lib/ld-linux.so.2
libm.so.6
libpthread.so.0
libstdc++.50.6
linux-gate.so.1

Isb-cprocsp-kc1l
libc.so.6
libdl.so0.2
libgcc_s.so.1
/lib/ld-linux.so.2
libm.so.6
libncurses.so.5
libpthread.so.0
libstdc++.50.6
linux-gate.so.1

Isb-cprocsp-kc2
libc.so0.6
libdl.so.2
libgcc_s.so.1
/lib/ld-linux.so0.2
libm.so.6
libpthread.so.0
libstdc++.50.6
linux-gate.so.1

Isb-cprocsp-ocsp-util
libc.so0.6
libgcc_s.so.1
/lib/ld-linux.so0.2
libm.so.6
libstdc++.50.6
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linux-gate.so.1 libm.so0.6 libdl.so.2
libpthread.so.0 libgcc_s.so.1
Isb-cprocsp-pkcs11 libstdc++.50.6 /lib/ld-linux.s0.2
libc.so.6 linux-gate.so.1 libm.so.6
libdl.so.2 libpthread.so.0
libgcc_s.so.1 Isb-cprocsp-rdr-fkc libstdc++.50.6
/lib/ld-linux.so0.2 libc.so.6 linux-gate.so.1
libm.so.6 libdl.so.2
libpthread.so.0 libgcc_s.so.1 rtsupcp
libstdc++.50.6 /lib/1d-linux.so0.2 libc.so.6
linux-gate.so.1 libm.so.6 libgcc_s.so.1
libpthread.so.0 /lib/ld-linux.so0.2
Isb-cprocsp-rdr libstdc++.50.6 libm.so.6
libc.so0.6 linux-gate.so.1 libpthread.so.0
libdl.so.2 libstdc++.50.6
libgcc_s.so.1 Isb-cprocsp-rdr-sobol linux-gate.so.1
/lib/ld-linux.so0.2 libc.so0.6

Kpome Toro, nakety Isb-cprocsp-capilite ana paboTbl ¢ ceTbio Heob6xoanm NMb6O NakeT Cprocsp-
curl nn6o naket curl (NnocneaHMn MOXXHO B34Tb U3 ancTpmbyTmBa OC, n3 noctaskn CSP mnu c canta
paspabotumka: http://curl.haxx.se/). pu oTCcyTCTBUM 3TOro naketa 6azosas GYHKLMOHANBHOCTb
COXPaHUTCS, HO Takme (yHKUMM paboTbl C CeTbio KakK aBToMaTMyeckoe BbikaudmBaHne CRL mnum 3anpoc
ceptudmkaTa Ha YL yepes ytunuty cryptcp 6yayT He AOCTYMHbL.

MakeTy Isb-cprocsp-rdr-pcsc ana paboTbl co cMapT-KapTaMum HeobxoauMm naket libpcsclite mn3
anctpmbytmea OC. B 3aBMCMMOCTM OT TOro, Kakoh ucnosnblyercsa aAncTpumbyTuB Linux, HasBaHue
rnakeTa MoxeT BapbmpoBaTbcs (libpcsclite, libpcsclitel).

LSB 4.0, pasgen VI. Commands and Utilities

Onsa ycTaHoBKM HeobxoamMmoro nakeTta Isb-cprocsp-base Tpebytorca ytmnuthbr:
'cat’
'‘chmod'
'cp'
'‘crontab’
'‘echo’
'fgrep'
'grep’
n'
"mkdir'

rm
'sed'

'sysctl'

'test’

'true’

'dpkg' * Tonbko ana Debian n Ubuntu

Ona ycTaHOBKWM BCEX OCTaJlbHbIX MAaKETOB 3a WUCK/OYeHMeM cprocsp-drv-devel gocTaTouHo
NMOAMHOXECTBaA 3TUX YTUNUT. ,U,J'Iﬂ YCTAHOBKMU cprocsp—drv—devel TakKXe HeO6XO,EI,I/1Ma yTUunnTa

'uname'



http://curl.haxx.se/
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LSB 4.x, pa3saen VI. Execution Environment 16. File System Hierarchy
Heob6xoammbl cnepywouime pasaesnbl CO CrenyowmMMmn BO3MOXHOCTAMMN:
Tabnuua 2.1 - Heobxoanmble pasgensl

Jopt/cprocs Mocne ycTaHOBKM AUCTpubyTMBa Ans  GYHKLUMOHWPOBAHUS  MNpoAyKTa
pPL/cp P [OCTaTO4YHO MpaB TOJIbKO Ha YTeHMe.

Mocne ycTaHOBKM AUCTpUBYTMBa AN  (PYHKUMOHMPOBAHMS  MNpoOAyKTa
AOCTaTOYHO MpaB TOJIbKO Ha YTeHue.

/etc/opt/cprocsp .
MpM M3MEHEHUM HACTpPOEK, a TaKXe MNpu onepaumsx C JIMUEH3MEN TaKxe
Heob6xoAuMbl MpaBa Ha 3anuchb.
Bo BpeMsa paboTbl ¢ CSP HeobxoouMmbl npaBa Ha YTEHME WM Ha 3anuCeb.
/var/opt/cprocsp
ConepXxx1umoe AMPEKTOPUM AO/HKHO COXPaHATbCS MexAy nepesarpyskamu.

Mpn MCNONb30BaHMM B KauyeCTBE OTUYXAAeMOro Kj4eBOro HOCUTENS AUCKET OXMUAAeTCs, UYTo
ONCKETaM COOTBETCTBYIOT YCTPOMCTBA
/dev/fdO, /dev/fd1l n Tak panee.

LSB 4.0, pasgen VIII. System Initialization 20. System Initialization 20.1. Cron Jobs

Heobxoanmo 6azoBoe hyHKLMOHUPOBAHME Cron .
Ons wncnonb3oBaHMs B KadecTBe OT4dyXaaemoro knw4veBoro Hocutensa USB flash drive
HeobxoauMo @YyHKUWOHMpPOBaHue cnyxbbl udev.

LSB 4.0, pa3pen X. Package Format and Installation

HeobxoanMa noaaepxkKa MexaHu3Ma YyCTaHOBKM rpm.
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3. TpeboBaHMA K onepaunMoHHOW cucTemMe 419 BCTPOEHHOro npuMeHeHus. Solaris.

CK3N pgna cBoero QyHKUMOHMpPOBaHMA TpebyeT cregyowme 6ubnunotekmn 6a3oBol
onepaumMoHHON CUCTEMbI:

libc_psr.so.1 libbsm.so.1 libplds4.so
libmd_psr.so.1 libc.so.1 libpthread.so.1
libCstd_isa.so.1 libcmd.so.1 librt.so.1
libnspr_flt4.so libdl.so.1 libsasl.so.1
libCrun.so.1 libdoor.so.1 libscf.so.1
libCstd.so.1 libgen.so.1 libsecdb.so.1
libICE.s0.6 lib/libldap.so.5 libsocket.so.1
libSM.so0.6 libm.so.1 libsoftokn3.so
libX11.s0.4 libm.so.2 libssl3.so
libXext.so.0 libmd.so.1 libthread.so.1
libXm.so.4 libmp.so.2 libtsol.so.2
libXt.so0.4 libnsl.so.1 libuutil.so.1
libXtsol.so.1 libnspr4.so libvolmgt.so.1
libadm.so.1 libnss3.s0 libz.so.1
libaio.so.1 libplc4.so
Cnuncok HeobxoamMbix 6MBAMOTEK NO NakeTam:
CPROCades libdl.so.1 libmd.so.1
libaio.so.1 libm.so.2 libmp.so.2
libc.so.1 libmd.so.1 libnsl.so.1
libCrun.so.1 libpthread.so.1 libnspréd.so
libCstd.so.1 librt.so.1 libnss3.s0
libdl.so.1 libthread.so.1 libnssutil3.so
libm.so.2 libaio.so.1 libplc4.so
libmd.so.1 libc.so.1 libplds4.so
libpthread.so.1 libCrun.so.1 libpthread.so.1
librt.so.1 libCstd.so.1 librt.so.1
libthread.so.1 libdl.so.1 libsasl.so.1
libaio.so.1 libm.so.2 libscf.so.1
libc.so.1 libmd.so.1 libsocket.so.1
libCrun.so.1 libpthread.so.1 libssl3.so
libCstd.so.1 librt.so.1 libthread.so.1
libdl.so.1 libthread.so.1 libuutil.so.1
libm.so.2 libz.so.1
libmd.so.1 CPROcurl libaio.so.1
libpthread.so.1 libaio.so.1 libc.so.1
librt.so.1 libc.so.1 libCrun.so.1
libthread.so.1 libCrun.so.1 libCstd.so.1
libCstd.so.1 libdl.so.1
CPROcpl libdl.so.1 libdoor.so.1
libaio.so.1 libdoor.so.1 libgen.so.1
libc.so.1 libgen.so.1 libldap.so.5
libCrun.so.1 libldap.so.5 libm.so.2
libCstd.so.1 libm.so.2 libmd.so.1
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libmp.so.2
libnsl.so.1
libnspr4d.so
libnss3.s0
libnssutil3.so
libplc4.so
libplds4.so
libpthread.so.1
librt.so.1
libsasl.so.1
libscf.so.1
libsocket.so.1
libssl3.so
libthread.so.1
libuutil.so.1
libz.so.1

CPROkc1
libaio.so.1
libc.so.1
libCrun.so.1
libCstd.so.1
libcurses.so.1
libdl.so.1
libm.so.2
libmd.so.1
libpthread.so.1
librt.so.1
libthread.so.1
libaio.so.1
libc.so.1
libCrun.so.1
libCstd.so.1
libcurses.so.1
libdl.so.1
libm.so.2
libmd.so.1
libpthread.so.1
librt.so.1
libthread.so.1

CPROkc2
libaio.so.1
libc.so.1
libCrun.so.1
libCstd.so.1
libdl.so.1
libdoor.so.1

libgen.so.1
libm.so.2
libmd.so.1
libmp.so.2
libnsl.so.1
libpthread.so.1
librt.so.1
libscf.so.1
libsocket.so.1
libthread.so.1
libuutil.so.1
libaio.so.1
libc.so.1
libCrun.so.1
libCstd.so.1
libdl.so.1
libdoor.so.1
libgen.so.1
libm.so.2
libmd.so.1
libmp.so.2
libnsl.so.1
libpthread.so.1
librt.so.1
libscf.so.1
libsocket.so.1
libthread.so.1
libuutil.so.1

CPROOCSPut
libc.so.1
libCrun.so.1
libCstd.so.1
libm.so.2
libc.so.1
libCrun.so.1
libCstd.so.1
libm.so.2

CPROrdfk
libadm.so.1
libaio.so.1
libc.so.1
libCrun.so.1
libCstd.so.1
libdl.so.1
libgen.so.1
libm.so.2

libmd.so.1
libpthread.so.1
librt.so.1
libthread.so.1
libvolmgt.so.1
libadm.so.1
libaio.so.1
libc.so.1
libCrun.so.1
libCstd.so.1
libdl.so.1
libgen.so.1
libm.so.2
libmd.so.1
libpthread.so.1
librt.so.1
libthread.so.1
libvolmgt.so.1

CPROrdg
libaio.so.1
libbsm.so.1
libc.so.1
libcmd.so.1
libdl.so.1
libdoor.so.1
libgen.so.1
libICE.so0.6
libm.so.2
libmd.so.1
libmp.so.2
libnsl.so.1
libpthread.so.1
librt.so.1
libscf.so.1
libsecdb.so.1
libSM.so0.6
libsocket.so.1
libthread.so.1
libtsol.so.2
libuutil.so.1
libX11l.s0.4
libXext.so.0
libXm.so0.4
libXt.so0.4
libXtsol.so.1
libaio.so.1
libbsm.so.1
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libc.so.1 libdl.so.1
libcmd.so.1 libdoor.so.1 CPROrdr
libdl.so.1 libgen.so.1 libadm.so.1
libdoor.so.1 libm.so.2 libaio.so.1
libgen.so.1 libmd.so.1 libc.so.1
libICE.s0.6 libmp.so.2 libCrun.so.1
libm.so.2 libnsl.so.1 libCstd.so.1
libmd.so.1 libpthread.so.1 libdl.so.1
libmp.so.2 librt.so.1 libgen.so.1
libnsl.so.1 libscf.so.1 libm.so.2
libpthread.so.1 libsocket.so.1 libmd.so.1
librt.so.1 libthread.so.1 libpthread.so.1
libscf.so.1 libuutil.so.1 librt.so.1
libsecdb.so.1 libaio.so.1 libthread.so.1
libSM.so0.6 libc.so.1 libvolmgt.so.1
libsocket.so.1 libdl.so.1 libadm.so.1
libthread.so.1 libdoor.so.1 libaio.so.1
libtsol.so0.2 libgen.so.1 libc.so.1
libuutil.so.1 libm.so.2 libCrun.so.1
libX11l.s0.4 libmd.so.1 libCstd.so.1
libXext.so.0 libmp.so.2 libdl.so.1
libXm.so.4 libnsl.so.1 libgen.so.1
libXt.so0.4 libpthread.so.1 libm.so.2
libXtsol.so.1 librt.so.1 libmd.so.1
libscf.so.1 libpthread.so.1
CPROrdp libsocket.so.1 librt.so.1
libaio.so.1 libthread.so.1 libthread.so.1
libc.so.1 libuutil.so.1 libvolmgt.so.1

Kpome Toro, nakety CPROcpl ana pabotbl ¢ ceTbio Heobxogum nmbo naket CPROcurl u3
noctaemkm CSP nnbo naket curl (nocnegHunin MOXxHoO B3aTb u3 amctpumbytmBa OC, n3 noctaBku CSP
win ¢ cauta paspabotumka: http://curl.haxx.se/). TMpu oTCcyTCcTBMM 3TOro naketa 6aszosas
(YHKLUMOHANBHOCTb COXPaHUTCSH, HO Takue dyHKumm paboTbl C CeTbio Kak aBToMaTuyeckoe
BblkaumBaHue CRL wnim 3anpoc ceptudukaTta Ha YL, yepes ytunuty cryptcp 6yayT HE AOCTYMHbL

Makety CPROrdp gns paboTbl CO cMapT-KapTaMn Heobxoamm nakeTt pcsclite (Hanpumep, naket
SUNWpcsclite ns anctpubytumsa OC).

Tpe6OBaHVIF| K CUCTEMHbLIM YTUNUTAM.

Ona ycTtaHoBku Heobxoammbix naketoB CPRObase CPROrdr Heob6xoammo ¢(yHKLMWMOHMpPOBaHME
YTUANT:

‘cat’
'‘chmod’
'cp'
‘crontab’
'echo’
'fgrep'
'grep’

n'

mv



http://curl.haxx.se/
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rm
'sed’
'sysctl'
'test’
'true'

[na ycTaHOBKW BCeX OCTasbHbIX NakeToB 3a uckawdyeHmem CPROdrv n CPROdrvd

AOCTATO4YHO MNOAMHOXeCTBa 3TUX YTUNIUT.

YTUNUT:
'‘add_drv'
'isainfo’
rem_drv'
'sync'

Ona yctaHoskn CPROdrvd:
‘add_drv'

'isainfo’

'rem_drv'

'sync'

'uname'

TpeboBaHusa K dainosBon cucteme.

Ona yctaHoBkn CPROdrv Takxe HeobxoauMbl

Heobxoanmel cneaywuwune pasgesbl Co cnegyrowmMMmm BO3MOXHOCTAMUA!

Tabnuua 3.1 - HeobxoamMble pasgenbi

Mocne CTaHOBKM ncTpubyTmBa ns HKLMOHMPOBaHUSA  MpoAayKTa
Jopt/cprocsp y ANCTpUOY A $yHKLMOHNP poay
[OCTaTOYHO MpaB TO/IbKO Ha YTeHue.
Mocne yCTaHOBKW AUCTpUGYTMBaA Aans  (OYHKUMOHMPOBAHMS  MNpoAyKTa
[OCTaTOYHO MNpaB TOMbKO Ha YTEHMUeE.
/etc/opt/cprocsp N
MpM KM3MEHEHWM HACTPOEeK, a TaKXe MNnpu onepauusax C JIMUEH3MEN TaKxe
HeobxoAMMbI MpaBa Ha 3anuce.
Bo BpemMs paboTtbl ¢ CSP HeobxoguMmbl NpaBa Ha YTEHME WM HaA 3anuceb.
/var/opt/cprocsp
Copepx1umoe AMPEKTOPUM AO/HKHO COXPaHATbCS MexAy nepesarpyskaMu.

TpeboBaHusa K cnyxbam.

Heobxognmo 6a3oBoe pyHKLMOHMpPOBaHME cron.
Onsa paboTbl C OTUYXAAEMbIMXU HOCUTENsaMM Tuna «amcketa» n «USB flash drive» Heobxoammo

dyHKUMOHMpOoBaHue cnyxbbl Volume Management.

TpeboBaHMA K CUCTEME YNpPaB/IEHUS NMaKeTaMu.

Heobxognmo wTaTHoe dDYHKLLVIOHVIpOBaHVIe CUCTEMbI YNpaBleHNd naketTamMu.
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Heobxoanmo

4. TpeboBaHUA K UCNOb30BAHMIO DYHKLUUN

BbIMO/IHATb KOHTPOJIb KOA0B OUJVIGOK,

BO3HUKAKOLWNX NPpU OTKJIOHEHUAX OT

LWTAaTHOINo BbINOJIHEHUA KOMaHA.

Tabmuna 4.1 — [lepeueHb BO3MOXKHBIX OLIMOOK.

Koa Kon
ownbku ownbku OnucaHue owmbkm
(DEC) (HEX)
536871012 20000064 Mano namsaTu
536871013 20000065 He ypanocb oTKpbImb ann
536871014 20000066 Onepauns oTMEHeHa NoJsib3oBaTesieM
536871015 20000067 HekoppekTHoe npeobpasoBaHne BASE64
536871016 20000068 | Ecnm ykasaH napametp '-help', To gpyrux 6bmb He AO/HKHO
536871112 200000C8 | YKkasaH nuwHuin camnn
536871113 200000C9 | YkaszaH Heu3BeCTHbIA KJIOY
536871114 200000CA | YkazaHa nmwHAs KoMaHaa
536871115 200000CB | Onga knw4ya He yKasaH napameTp
536871116 200000CC He ykasaHa KoMaHAaa
536871117 200000CD | He ykasaH HEOHBXOAUMBIA KIIHOY:
536871118 200000CE | Yka3aH HeBEpPHbIN KJKY:
536871119 200000CF | MNapaMeTpoM kaw4a '-q' AO/HKHO 6bITb HaTypasibHOE 4YUCNO
536871120 200000D0 | He ykasaH BXx0oAHOM ann
536871121 200000D1 | He ykasaH BbixogHOW dawn
536871122 200000D2 | KoMaHaa He ucnosib3yeT napaMeTp C MMeHeM danna
536871123 200000D3 | He ykasaH ¢ain coobuieHus
536871212 2000012C | He yganocCb OTKPbITb XpaHunuwe ceptudunkaToB:
536871213 2000012D | CeptudwmkaTtbl HEe HaVgeHbI
536871214 2000012E HalineHo 6onee ogHoro ceptudukara (knwd '-1")
536871215 2000012F KomaHnga nogpa3symeBaeT UCMOb30BaHWE TOAbKO 0AHOro ceptudukarta
536871216 20000130 HeBepHO yKasaH HoMmep
536871217 20000131 HeT ncnonb3yembIx cepTudukaTos
536871218 20000132 | JaHHbM cepTuduKaT HE MOXET MPUMEHATBLCS ANS 3TOW onepauunu
536871219 20000133 Llenoyka cepTudurKaToB He NpoBepeHa
Kpuntonposaihgep, noaaepXuBarolwmin HeO6XoaAnMbIA anropuTM, He
536871220 20000134 | HangeH
536871221 20000135 HeypaayHbim BBOZA NapoJss KAKYEBOro KoHTelrHepa
536871312 20000190 He ykasaHa Macka ¢annos
536871313 20000191 YKa3zaHbl HECKO/IbKO MacokK dalios
536871314 20000192 ®ainbl He HanAeHbI
536871315 20000193 3aZlaHa HeBepHasa Macka
536871316 20000194 | HeBepHbI® X3W
536871412 200001F4 Kntoy '-start' ykasaH, a BbIxogHOM ain HeT
536871413 200001F5 Coaepxumoe daina - He NnoAnMcaHHoe CooblleHne
536871414 200001F6 HensBecCcTHbIn anroputM NOANUCHK
536871415 200001F7 CepTtudukaTt aBTopa NOAMUCU HE HanaeH
536871416 200001F8 Moanucb He HanaeHa
536871417 200001F9 Moanucb He BepHa
536871418 20000200 | WTamn BpeMeHU He BepeH

11




XKTAN.00087-01 96 01. Kpuntollpo CSP. PykoBoAcTBO nporpaMMucTa

Kon Kon

owmnbku ownbku OnucaHue owmbkm

(DEC) (HEX)
536871512 20000258 Copepxumoe danna - He 3awundpoBaHHoe coobuieHue
536871513 20000259 HeunsBecTHbI anroputMm WndpoBaHUS
536871514 2000025A | He HanpeH cepTudumnKaTt C COOTBETCTBYIOLL UM CEKPETHbLIM KHOYOM
536871612 200002BC | He ypanocb nHmyunanusuposats COM
536871613 200002BD | KoHTenHepbl He HangeHbl
536871614 200002BE He ypanocb nony4yuTb OTBET OT CepBepa
536871615 200002BF | Ceptudumkat He HanaeH B OTBETe cepBepa
536871616 200002C0 | ®ann He coAepXUT AeHTUMUKaToOp 3anpoca:
536871617 200002C1 HekoppekTHbit agpec LIC
536871618 200002C2 | lNony4deH HeBepHbln Cookie kakue pyHKUKMM paboTaloT ¢ cookie?
536871712 20000320 CepuiiHbIn HOMEp COAEPXUT HEeAOMYCTMMOE KOJIM4YEeCTBO CMMBOJIOB
536871713 20000321 HeBepHbIi KOA NpoayKTa
536871714 20000322 He ypanocb NpoBepuUTb CEPUNHBIN HOMEP
536871715 20000323 He ynanocb COXpaHWUTb CEPUMHLIA HOMep
536871716 20000324 He ypanocb 3arpy3uTb CEPUNHLIA HOMEp
536871717 20000325 JlnyeHsnsa npocpoyeHa

MNpuMeYyaHue: KpoMe KO[0B, NpPUBEAEHHbIX B Tabnuue, npuioXeHue MoXeT BO3BpallaTb Ko
No60 CUCTEMHOWM OLLNBKMN.
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5. Oco6€eHHOCTN UCNOJ/Ib30BaHUSA peXMMa YCUIEHHOIO KOHTPOSt MCNO/Ib30BaHUS

Knouen

PeXXuM yCWUNeHHOro KOHTPOSSA MCMNOMb30BaHUS K/OYEN, HeObXoAUMbIA ANS WUCMOAb30BaHUSA B
CK3M BHe TecToBOW 3KcnayaTauumu, OCYLLECTBASET KOHTPOJSib AOBEPEHHOCTWU OTKPbITbIX KIO4YeH,
CpoKka JAencTBMS KA4Yel noanvcu u Kaw4veBoro obmeHa, a TakXe KOPPEKTHOCTUM WMHMUManmMsauum
nporpaMmubix JCYH. 3To HaknagbiBaeT AOMOJHUTENbHblIE TpeboBaHUA K BbINOJIHEHMIO psga onepauun,
dyHKLMOHAN KOTOPbIX NPeAOCTaBSETCS KpUNTONpoBanigepoM.

1)

2)

3)

4)

@yHKUWKM, MpM BbINOJIHEHMM KOTOPbIX npeanonaraeTcsa BblpaboTka ciydalHbIX AaHHbIX
(CryptGenKey ans BpeMeHHbIx kntodel, CryptGenRandom), 6yayT Bo3BpawaTb OwWKOKY,
ecnn nporpamMmHbii ACH He 6b1 MHMUManM3MpoBaH C dusmdeckoro ACH u nposecTu
MHMLMANM3aumlo B AaHHbIA MOMEHT HEBO3MOXHO (Hampumep, B CUCTEME HE YCTaHOBJIEH HMU
oavH dusmveckun ACH). Ons ncnpasneHus ownMbKKU criegyeT Npomn3BeCcTM YCTAHOBKY XOTS
6bl ogHoro ¢wusunyeckoro ACH (Hanpumep, buo[CH, BHelwHel rammbl, annapatHoro [ACH),
nocne 4yero nNpouM3BecTU uHUUManusauuio nporpammHoro ACY oaoHUMM U3 cneayrowmx
cnocobosB:

a) BOCNOJIb30BaTbCH YyTUANTON csptest:

# ./csptest -keyset -verifycontext -hard_rng

6) npomnsBecTun BblpaboTKy AOATOBPEMEHHOrO KJto4da ¢ nomouwbto dyHkumm CryptGenKey;
B) nNpom3BecTu BbBOB dyHKkUuMn CryptSetProvParam c c¢dnarom PP_USE_HARDWARE_RNG.

OyHkumsa CryptVerifySignature() npuHMMaeT Ha BXOA AECKPUNTOP OTKPbLITOro Kjwua, C
MOMOLLBbID KOTOPOro npomM3BOAMTCS MpoBepka noanmncu. [py  BKAKYEHHOM pexume
YCWIEHHOIO KOHTPOJIS WCMOJIb30BaHUA KJ/IlOYEN [AONyCTUMO nepefaBaTb 3TON (yHKU UK
OECKPUNTOPbI CleAYLWUX KYen:

a) LOeckpunTtop Kawu4a, M3BJ/IEYEHHOr0 n3 KOHTeinHepa (AT_SIGNATURE,
AT_KEYEXCHANGE).

6) deckpunTop KJk4a, MOJIYYEHHOro U3 cepTuduKkaTa OTKPbLITOro kitwoda. [ns nonydyenHus
3TOro geckpuntopa Heobxogmmo nonyumtb cTpykTypy CERT_CONTEXT, coaepalyto
nHdopmauuto o] HeobxoaANMOM ceptudmkaTte, C MOMOLL b0 dYyHKLMIA
CertCreateCertificateContext/CertFindCertificateInStore. 3aTeM TpebyeTca  BbiBBaTb
dyHkumio  CryptImportPublicKeyInfoEx, nepegaB el yKasaTesb Ha  CTPYKTypy
CERT_CONTEXT .pCertinfo.SubjectPublickeyInfo Tuna CERT_PUBLIC_KEY_INFO. ®yHKuwus
CryptImportPublicKkeyInfoEx BepHE&T Heob6xoaMMbIA AeCKpuNTOop.

OYHKLUNK, UCMONb3yOLWMe A0SrOBPEMEHHbIE KtouKM, 6yayT Bo3BpalaTbh OWMOKY, B Cliy4dae
€CNIN UX CpoK pgencTemst cték. Cpok aencteuma kntodein MOCT P 34.10-2001/IOCT P 34.10-
2012 cocTtaBnser 1 roa 3 Mecsua. lonyuutb uHbOpMaAUUID O CpoOKe AEUCTBUS Kitoda
MOXHO C NOMOWbK KOHTponbHOM naHenn Kpuntollpo CSP (3aknagka <«CepBuc» >
MpoTtecTnpoBaTb), NM60 oCyLlecTBUTb BbI3OB (yHKUMKN CryptGetKeyParam c napameTpom
KP_NOTAFTER.

Ons  obecneyeHuss KOHTPOSST [OBEPEHHOCTUM CepTUMMKATOB OTKPbITbIX KJ/HOYEN NpuU
ncnoneszosaHmn CK3WM nop ynpasneHnem OC Windows npu  HaauuyuMmM  KOPHEBOro
cepTudukaTa, YCTAHOBNEHHOr0o B JOBepeHHoe XxpaHunuwe Kpuntollpo nokanbHOro
KoMnbtoTepa («[oBepeHHble KopHeBble cepTudukatbl Kpuntollpo CSP», “CryptoPro
Trusted Roots”, CryptoProTrustedStore), ocywecTBnseTca MOCTPOEHME  LIENoYKMu
ceptudumkaToB. B cnyyae, ecnu TaKykl UENOYKY MOCTPOUTb HEBO3MOXHO, YHKLUMA
CertFindCertificateInStore, Ha Bxog koTopoi nepepaétcsa cTpyktypa CERT_CONTEXT,
COOTBeTCTBYOWAaa HegoBepeHHOMY cepTudukaTty, M yHKUMA npoBepku noanucu CMS
(CryptMsgControl), B cnyyae ecnm CMS-noanucCb He COAEPXMUT yKasaHMe Ha AOBEPEHHbIN
ceptudmkaT, byayT 3aBepwaTtbca C owunbkon. Onsa Toro, 4tobbl nzbaButCca OT OWMbKM,
Heobx0ANMMO yCTaHOBUTb HeOobXxoAMMbI KOpPHEBOM cepTuduKaT B AOBEPEHHOEe XpaHuauuie
Kpuntollpo (cM. PykoBoacTBo AaMuHUCTpaTopa 6e3onacHocTtu Windows).
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